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e pg hda.conf
T—AR—=RIZTF7 AT RELRRAMEERTE
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=

= L

local DATABASE USER METHOD [OPTION]

host =~ DATABASE USER CIDR-ADDRESS METHOD [OPTION]
hostss| DATABASE USER CIDR-ADDRESS METHOD [OPTION]
hostnoss| DATABASE USER CIDR-ADDRESS METHOD [OPTION]
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* METHOD

— trust, reject,

— crypt, password (X {F 1> 9 md5ZFll

md5, crypt, password, krb5, ident, pam
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CREATE USER name

ES
CREATE ROLE name LOGIN

ERF
o DBA IV VMIHLTHEPIRZERTE A

SELECT, INSERT, UPDATE, DELETE, REFERENCES, TRIGGER, CREATE, CONNECT,
TEMPORARY, EXECUTE, USAGE

e Web7 I —avIZIZAEBLRIERZ 5 Z 50
— BNV AN TSROAARELEWeb 7 Ty — 373508
A—H(LSELECTHERR D A 5 2 5
— BIEA RLELSDELETEFERR (X 5 Z LY
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CREATE ROLE joe LOGIN INHERIT;

CREATE ROLE normal NOINHERIT;

CREATE ROLE admin NOINHERIT;

GRANT normal TO joe; GRANT admin TO normal,;

O 142 E%(LjoeDHERR EnormaltE R % FI| A A] E
— MBEIZF Bl e wheel ¥ER (X FI A AT

wheel DIERE TEMESE S

SET ROLE wheel;

o« 7O —a  TLYKRELGIERMNDELIZEIZD
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e PostgreSQLITIEMRRICT —FR—ADYIYE
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schema D F| AL ZhE R

CREATE SCHEMA schemaname AUTHORIZATION username;

o XX —TDF|

SELECT * FROM schemaname.tablename;

A

SET sarch_path schemaname;
SELECT * FROM tablename;
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SELECT * FROM table LIMIT 1000 OFFSET 0;
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. PostgreSQLMD SQLI ZE1T

e libpqMPQexecEAZRIFEELD QLI ZF [EIRF(Z

= {TAIEE

o FIZIEX. LA FDPHPRSY T kEtableZ 8k
A] BE
<?php

Ssql = “SELECT * FROM table; DROP TABLE table;”;

pg_query(Ssql);
>
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» IFXZEYR—bLTWELDTIFXZEFI ALY
kv ke 2 S0 | R V% 27V W & N1 K-
— SQL Server® {5

if ((select user) = 'sa') select 1 else select 1/0

— 1—HHsa(sQL ServerD AT LEEBT7HHY
M) LS Eo BN TS —NFEE

o ASCI()BEA%ZFIALI=7 5/ ksauioox
%A CIN |
ascii(lower(substring((SELECT tablename FROM pg_tables WHERE
schemaname=‘public’ LIMIT 1), 1, 1))) > 109
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— http://example.com/search?id=123
— idh [ 123%3BDROP%20TABLE%20product IDIHE

$sql = “SELECT * FROM product WHERE id = “$_GET[‘id’].”;”;
pa_query(Ssql);

— Ssql DA

SELECT * FROM product WHERE id = 123;DROP TABLE product
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XFEIOA—T40 7 =2F AL E

o MEXIZSQL

SELECT * FROM table WHERE name = ‘STR1’ and type = ‘STR2’;

‘STR1’, ‘STR2ZDEPMN1—HF AHD. XFITY
O—T 427 DSISTEIE &

http://example.com/search.php?name=%95&type=%3BDROP%20TABLE%?20t
able%3B%20--

MNINe /U W [Vl \J

o EITEINSSQLX

SELECT * FROM table WHERE name = ‘Zk and type = ‘ ; DROP TABLE table; --
STR2';
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e DBMSZFHFIZRIEFIN-EXZF ALK
— a2 —H&FksSQL

INSERT INTO user (username, password) VALUES ( ‘admin¥‘--/, ‘pass’);

— N\NAD—KZHESQL

UPDATE user SET password = ‘cracked” WHERE username = ‘admin‘--" AND
password = ‘pass’;

—EEDINAT—FIZERE....
T
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Ssql = “SELECT * FROM product WHERE id > “.escape(S_GET[‘'min’]).” AND id
< “.escape(S_GET['max’]).”;”;

e T—JI)L. J4—ILRBHZE . DBA TV
21— ANTHRETHES. RTAR
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pg_query_params(‘SELECT * FROM table WHERE param1 = S1 OR param2 =
S2 OR param3 =$3”,S_POST);
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DR/**/OP TABLE table;

— PostgreSQLTIEENEL7ZELVAY, SQL Server,
MySQLTldtable A\ DROPENS
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function sql_escape(Sval)

{

awry nrn,

return “’”.pg_escape_string(Sval).”””;

}

Wigd &t PostgreSQLIE (U T L OA—F) THUEZE>THLHIER D
EZETLRELLTEON, BANFEGHZEIEITI—EG5

function sql_escape_bytea(Sval)

{

owury 7,

return “’”.pg_escape_bytea(Sval).”””;

}
.
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Ssql = “SELECT * FROM table WHERE pram1 = S1 AND Sparam?2 = S2”;
pg_query_params($sql, S_POST); // /A) T— 3V ELDS_POSTTLR £
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mbstringD IERTIHZFIAT S
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