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3
SQL Query
’—@ . Processing : ;: Database

User Process

A

A\ 4

Database ACL SE-PgSQL
System
Call subsystem
User Space | SE-PostgreSQL 4
A ; denied Kernel Space
_ Filesyste Security
Filesystem Routines Server Security | [, Can | allow the
SELinux Policy given accesses?
v SELInuXx
v SE-PostgreSQL SQL
v SELINnuX
v SELINnuX
SE-PostgreSQL SQL
B OS DB

s Page 10 Japan Linux Symposium 2009, LAPP/SELinux -A secure web application stack powered by SELinux- Empoweered by Innowvation NE‘



SELInux

security context : :
required actions
of user agent .

~
Security Allowed or Denied
security context Policy
of target objec > :: > @
Input | SELinux Output
¥ SELinux
- SELanX " n " "
_ SELinux
V¢
_ SELinux
- etc...
_ DB etc...
;E. "-—iage 11 Japan Linux Symposium 2009, LAPP/SELinux -A secure web application stack powered by SELinux-

Emponsered by Innowvation h I E ‘




security _context

postgres=# SELECT security context, * FROM drink;
security_context id | name | price

system_u:obj _r:sepgsql_table t:
system_u:obj _r:sepgsql_table t:
system_u:obj _r:sepgsql_table t:
system _u:obj _r:sepgsql_table t:
system_u:obj _r:sepgsql_table t:
system_u:obj _r:sepgsql_table_t:
(6 rows)

postgres=# SELECT security context, attname, attnum FROM pg_attribute
WHERE attrelid = "drink"::regclass AND attnum > O;
security_context attname | attnum

system u:object r:sepgsqgl table t:sO
system u:object r:sepgsgl table t:sO
system u:object _r:sepgsgl ro table t:sO
(3 rows)
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v SE-PostgreSQL
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_ SELinux API
« getpeercon(3)

¥ Labeled IPsec

>

IPsec kernel-2.6.18

[ymj@saba ~]$ id -Z
uid=1002(ymi) ai1d=100(users) aroups=100(users) ¥
context=staff u:staff r:staff t:s0-s0:c0.cl15

[ymj@saba ~]$ psgl -q postgres -U_dbguest

postgres=> SELECT sepgsql getcon(), current_user;

sepgsgl _getcon | current_user
______________________________________ .

staff _u:staff r:staff t:s0-s0:c0.cl1l5 ]J(dbguest
(1 row)
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SE-PostgreSQL (1/2)

postgres=# SELECT security context, * from drink;
security_ context

system u:obj _r:sepgsql _ro_table t:Unclassified
system u:obj _r:sepgsql _ro_table t:Unclassified

system u:obj _r:sepgsql_table t:Unclassified
system u:obj _r:sepgsql_table t:Unclassified
system u:obj _r:sepgsql_table t:Classified
system u:obj _r:sepgsql _table t:Classified

v SELECT
_ Unclassified Classified
v UPDATE/DELETE
_ (sepgsqgl_ro_table t) /
Classified Classified

>

w INSERT
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SE-PostgreSQL (2/2)

postgres=# CREATE TABLE customer (
cid integer primary key,
chame varchar(32),
ccredit varchar(32)
SECURITY _CONTEXT = "system u:object r:sepgsgql secret table t:sO*
)
CREATE TABLE

postgres=> SELECT * FROM customer;

LOG: SELinux: denied { select } ¥
scontext=staff u:staff r:staff t:Unclassified ¥
tcontext=system u:object r:sepgsql secret table t:Unclassified ¥
tclass=db_column name=customer.ccredit

ERROR: SELiInux: security policy violation

postgres=> SELECT cid, cname FROM customer;
cid | cname

SE-PostgreSQL
"Secret”
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SE-PostgreSQL
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Apache/SELinux Plus (1/2)

Apache SELinux
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Apache/SELinux Plus (2/2)

Apache/SELinux Plus
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Apache/SELinux Plus

$ ab -c 8 -t 60 -A <user:password> <URL>
700 CPU: Pentiumé4 3.20GHz, Apache: 2.2.13-2.fc12
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